Figure 1 



Administrator sets a lower 
numeric threshold, which 
represents the score under 
which all mail will be immediately 

sent to the user, and above 
which all messages will be held 
in quarantine. 



Administrator sets an upper 
numeric threshold beiow which 
messages will be flagged for 
user notification. 



A schedule is set for when each 
user or domain will receive their 
notification. This setting will be 
kept in a relational database. 



At the scheduled time, the 
system will create an e-mail 
message for each user for which 
message reside in quarantine 



In this message will contain 
summary information (sender, 
subject) for all messages that 
have scores between the lower 
and upper thresholds. 



Each message summarized may 
or may not link to the actual 
message, or the location at 
which the message is stored. 
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The summarized notification 
message is sent, and may or 
may not link to the quarantine 
area of the spam filter or service. 
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36 



Download or Not 
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Administrator sets a numeric 
threshold above which e-mail 
messages are blocked for user 
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Delete from quarantine all 
messages not selected by user 
within a predetermined time 
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Immediately fon^/ard to user from 
pre-identified senders 
Bypass 10-24 
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Immediately forward to user pre- 
identified subject matter . 
Bypass 10-24 
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Block from pre-identified senders 
("blacklist") 
Bypass 10-24 



Block from pre-identified subject 
matter 
Bypass 10-24 
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Block as to viruses. Trojans, 
worms 
Bypass 10-24 



re 2. 





User A composes e-mail to 
User B using any e-mail 
software package 








Before sending message, 
User A chooses option to 
request a read receipt for 
the message 








User A sends option and 
message to User B 








User B receives message 








When message is opened, 
User B's mail program will 

generate a 'read-receipt, 
verifying that the message 

was read by the intended 
recipient 








Read-receipt is sent to User 
A in the form of an e-mail 
message 
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Message is received by 
software. 

Software detects that the 
message is a read-receipt 
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User B's address is gleaned 
from the read-receipt and 
added to User A's 
authorized senders list 
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Ail future mail FROM USER 
Bwill be accepted 



